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Abstract Sales agents depend on mobile support systems for their daily work.

Independent sales agencies, however, are not able to facilitate this kind of mobile

support on their own due to their small size and lack of the necessary funds. Since

their processes correlate with confidential information and include the initiation and

alteration of legally binding transactions they have a high need for security. In this

contribution we first analyze the target domain using qualitative and quantitative

methods and propose an IT-artifact that supports independent sales agencies. It is

build as a service platform that supports multi-vendor sales processes. Afterwards,

we examine use cases of sales representatives of independent sales agencies using

this system and derive their security requirements. Using these, we propose a

security extension to the IT-artifact and evaluate this extension by comparing it to

existing solutions. Our results show that the proposed artifact extension provides a

more convenient and secure solution than already existing approaches.

Keywords Independent sales agencies � Sales force automation �Mobile services �
Security � Design science

1 Introduction

Sales agents depend on mobile support systems for their daily work. In the food

industry for example sales agents use highly integrated mobile devices that allow

order processing and barcode scanning. This improves their productivity signifi-

cantly (Walker and Barnes 2005). Usually these systems are connected to a
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customer relationship management (CRM) or enterprise resource planning (ERP)

system at the vendor’s site. Solutions that support the mobile workforce with online

access to the corporate network typically require sophisticated techniques and

mechanisms, as business transactions have inherently strong requirements with

respect to security (Haller et al. 2002). Large companies with central IT

management and a strategic commitment are able to facilitate this kind of mobile

support. Due to their size and their common processes, these companies can choose

from a broad range of systems to support them (Benz et al. 2003). In addition, they

can undertake the necessary steps to build a proper infrastructure for authentication

and access management and secure the mobile access to their backend (Karjoth

2003).

Independent sales agencies, on the other hand, are not able to facilitate this kind

of mobile support on their own. Due to their small size and lack of the necessary

funds they are not able to build and maintain the required infrastructure

(Kokemüller et al. 2008). Yet, independent sales agencies would largely benefit

from mobile support such as mobile access to last minute information, the ability to

perform documentation duties and transactional access to distributed backend

systems. Furthermore, 93% of those agencies operate for more then one supplier

(Kokemüller et al. 2008) causing the need to support multi-vendor sales processes.

Therefore, there should be a demand for a system that supports multi-vendor sales

processes, provides the necessary amount of security and is yet affordable to small

size enterprises. Due to the integration of multiple legacy systems of different

vendors such a mobile support system has to address a highly heterogeneous

environment while still being reasonable economic. To our knowledge solutions that

satisfy these needs are currently not available on the market. Therefore, systems that

solve the problems of typical small independent sales agencies still bear large

opportunities both in research and on the market. In this contribution we focus

especially on the security requirements of such a system and discuss possible

implementations to fulfill them.

The rest of the paper is structured as follows. We begin with an outline of our

methodological approach. We then present a detailed description of the application

scenario for a mobile support system. We continue with a use case analysis for sales

representatives of independent sales agencies. Based on these use cases we derive

security requirements of this system. We propose an extension to the mobile support

system to fulfill these security requirements and evaluate it against other already

existing approaches before we summarize our results.

2 Methodological approach

Design science research contributions present novel IT-artifacts and suitable

evaluation approaches that address the artifact’s appropriateness to contribute to the

problems’ solution (Nunamaker et al. 1991). These two facets of rigorous design

science-oriented research contribute to the foundations and the methodologies pool

of information systems research, i.e. they contribute to its knowledge base (Hevner

et al. 2004). In our work we follow this research paradigm.
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We first analyze the business domain using qualitative and quantitative methods.

To obtain a first understanding of the principal modes of dealing we started with a

qualitative survey. These findings are presented as explorative findings in the next

section. In the second step we verified the explorative findings with a quantitative

survey. To that end a questionnaire was sent to 1,800 independent sales agencies in

Baden-Württemberg, Germany. The verified results are presented as survey results.

We then approach the introduced problem (mobile support for independent sales

agencies) with a system design providing a technological basis for mobile support of

multi-vendor sales processes. This system represents an IT-artifact instantiation that aims

at contributing to the problem’s solution, demonstrating the feasibility of the approach.

Finally, we take a close look at the mobile support component and its security

requirements. We start by providing an extensive description of the problem domain

by conducting a use case analysis for sales representatives of independent sales

agencies. We then derive security requirements based on these use cases. We

address these requirements by extending the IT-artifact. This extended IT-artifact is

evaluated by comparing it to already existing solutions. This evaluation is provided

in form of an informed argument based on the derived security requirements, which

is according to Hevner et al. (2004) a suitable descriptive method for the evaluation

of an IT-artifact. Therefore, we follow the classic approach of design science-

oriented research as we first developed an IT artifact and we second provide an

evaluation of the artifact.

3 Analysis of the target domain

3.1 Explorative findings

To analyze the target domain we started with a qualitative survey. In five interviews

and one focus group with five participants distinct from the ones of the interviews

their behavior and principal problems were explored. In total eight independent

sales agencies and two manufactures participated in that survey.

Our results show that a fast return of investment is of major importance for these

small companies. It appears that missing liquidity is a major obstacle in enhancing

their productivity by using information systems. An answer to this has to be given by

intelligent business models. This said independent sales agents embrace information

systems to enhance their productivity (Schillewaert et al. 2005). We therefore

analyzed, which processes bear the highest potentials for enhancements. Eminent are

those integrating the independent sales agencies with their respective suppliers. Most

participants articulated deficits in the processes mentioned below. Indeed most of

their activities are done manually due to the lack of mobile support or integration

capabilities. Provided that mobile support is given, those activities could fasten up

substantially or could even be neglected. We identified the following processes:

Explorative Finding I: Requests for quotations are traditionally processed by the

sales agent on paper and mailed to the supplier. The supplier then rekeys them

into his information system. This is both time consuming and error prone.
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Explorative Finding II: Invoices and orders are generated on paper and sent from

the supplier to the customer. As the commission of the independent sales agencies

depends on the amount of the transactions, they have a legal right for

comprehensive reporting on all bookings leading to commissions. The supplier

is obligated to supply this information on a timely basis to the independent sales

agency. We found some negative examples where the supplier sends all

applicable invoices to the independent sales agency every 3 months with a

request to calculate the commission.

Explorative Finding III: Address data of the customer is managed by the

independent sales agency. Both, the supplier and the sales agent have a valid

interest in the timeliest information. If the contact details are changed both parties

require that information as soon as possible, therefore it must be transmitted

between the parties. A lack in timeliness could lead to invoices sent to or a

customer visit at a wrong address.

Explorative Finding IV: Independent sales agencies are legally bound to visit

their customers on a regular basis. As a proof of their activities they write visit

reports and send them to their principals. Those reports contain valuable

information on the status of the customer’s projects and may contain references to

future sales opportunities. As such, old visit reports are read in the preparation to

a customer visit and are referenced as background information in sales

documents.

Explorative Finding V: In the preparation of a visit a sales agent needs

information about the status of open orders or invoices. He must be able to

explain delayed deliveries or to take consequences of delayed payments.

Obviously, the actions taken should depend substantially on the status. Yet, due to

the lack of timely information, the status is not known well enough.

Explorative Finding VI: The support of information systems during the customer

visit raises ambivalent discussions. On one side it can be helpful in demonstrating

the mode of operation of a technical device. However, sales agents value the

personal contact with their customers very high. Information systems support in

general is considered harmful to that relationship and therefore not desired during

contact with the customer (see also Leek et al. 2003).

3.2 Quantitative verification

For a verification of the explorative findings we sent a questionnaire to 1,800

independent sales agencies in Baden-Württemberg, Germany. In total 53 question-

naires were returned which accumulates to a return rate of 3.2%. It has to be noted

that the survey is not representative and therefore a generalization of the results is

only possible within the target group. Nevertheless, the results could be of use,

because of the novelty of the information presented.

First of all the results help to clarify the scope of independent sales agencies. It

was found that they have an average of 4.1 employees not counting the owners of

the agency. Additionally 96% have no more than 5 field workers; here the average is

at 1.7. This underlines that most independent sales agencies clearly qualify as
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micro-sized enterprises. In spite of that, 93% operate for more then one supplier. In

fact, 83% have relationships with 2–10 suppliers with an average of 6.7 suppliers

and a standard deviation of 9.2 (see Fig. 1). This emphasizes the significance of a

system that supports multi-vendor sales processes yet being affordable to small

enterprises. From Merritt and Newell (2001) we know that about one supplier is

added and one is dropped per year.

A clear regional focus can be observed, as 60% of the participants concentrate on

business in the region. Only 20% focus on the national and the remaining 20% on

the international market. As a consequence an internationalization and localization

support is not included in the requirements. The majority of 60% has 11–500

customers and only 30% have more than 500 customers. The biggest group of

participants (50%) are sales agencies which trade technical products. Another 25%

address consumer goods and textiles. The remaining 25% are distributed evenly

among five different product types. The least significant product group is traded by

10 times less sales agencies than the most significant one. Therefore, the

requirements could concentrate themselves on technical, consumer and textile

goods. Yet, while staying on a coarse grained view on products, the differences are

not severe enough to exclude some segments specifically.

Most independent sales agencies make use of some sort of IT-system. Most use

email and an office package but only 56% use information systems support in

contact management, 31% in financial accounting and 15% make use of an ERP

system. Only one agency uses a web shop and none a system for product

information management (PIM). 47% of the participants responded that they have

very poor to poor IT knowledge, even though most of them administrate their

IT-systems themselves.

Sales agencies can be distinguished by the product categories they are trading.

We use the following categories: standard products, configurable products and

Fig. 1 Frequency distribution of the number of suppliers
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individual products (Dolmetsch 2000). In the questionnaire the independent sales

agencies were asked to provide an estimate of how their products spread over these

three categories. Running an analysis of the independent sales agencies and

clustering them into groups respective to their traded product categories leads to the

results presented in Table 1, which shows the ratio of the product categories within

the clusters, as well as the total number of agencies situated in that specific cluster.

The biggest group made of 42% of the participants deals primarily with standard

products (Cluster 1). Another 26% have a mixed assortment that spreads evenly

over the three categories (Cluster 4). The clearest focus is visible in Cluster 3 where

97% of the products are individual products. The last cluster (2) has its focus on

configurable products; with only 9% of the participants it is actually quite small. As

a consequence the artifact is designed to primarily support individual and standard

products. Despite of the presence of configurable products, they do not represent a

big market share. Apart from that, the challenge of product configurators is to be

discussed separately.

3.3 Verification of sales processes

Starting from the processes indentified in the workshop and focus interviews the

explorative results were verified with the participants of the survey. For that reason,

the explorative processes were included in the questionnaire and rated for their

effort and feasibility by the participating independent sales agencies. For a complete

discussion of the survey results please refer to (Kett et al. 2008a).

Survey Result I: The support in the economic paperwork (Explorative Finding I)
has a mid-range priority for the independent sales agencies. The possibilities of

mobile support are rated as medium.

Survey Result II: Reconciliation of commission payments (Explorative Finding
II) is of high importance, the possibilities of mobile support are rated as medium.

Survey Result III: Contact management (Explorative Finding III) is of high

importance and the mobile support is also rated as being important.

Survey Result IV: The provisioning of customer visit reports (Explorative Finding
IV) from the independent sales agency to the supplier is done frequently and the

effort is large. The necessity of mobile support is rated medium.

Survey Result V: The effort in the preparation of a visit (Explorative Finding V) is

large and at the same time this job is done frequently (see Fig. 2). Especially

Table 1 Division of independent sales agencies into 4 different clusters

Cluster 1 Cluster 2 Cluster 3 Cluster 4

Standard 0.86 0.08 0.02 0.38

Configurable 0.08 0.82 0.01 0.29

Individual 0.06 0.10 0.97 0.33

Number of agencies in category 22 5 12 14

Percentage of agencies in category 42% 9% 23% 26%

Bold values determine dominant product category for cluster
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information of the delivery status would bring a substantial benefit to a mobile

sales agent, as he can check the status of the deliveries, together with the

customer or right before the visit. More often reconciliation on the status of

quotes, orders and invoices is done; then again the urge of mobile support is only

rated medium.

Survey Result VI: The feasibility of mobile support in the extended product

presentation process depends to a large extent on the product categories an

independent sales agency trades (see Fig. 2). In the first step, the provisioning of

information materials to a prospective customer, all independent sales agencies

utter a need for mobile support. If they trade individual or configurable products,

their effort for getting the first contact is significantly higher than for those trading

standard products. During product presentation the activities shift significantly.

Sales agencies that focus on standard products have at this stage the largest effort.

Trading individual products the effort is still high, while for those who trade

configurable products it is significantly easier.

3.4 System design

Our results have shown that independent sales agencies are companies that represent

one or more vendors. Their employees are sales representatives who offer the

vendor’s products to the customers. These products vary from standard products that

can be ordered from a catalog to highly individualized products manufactured to the

specific needs of a customer (Dolmetsch 2000). Independent sales agencies can be

categorized in two dimensions. One dimension is their territorial exclusivity or lack

of it. Sales agencies that have territorial exclusivity are the only representation of a

specific vendor in a particular territory. They may still represent more than one

vendor in that territory if the products are not competitive but no other sales agency

is permitted to represent the vendor in that territory. Independent sales agencies
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Fig. 2 Comparison of the efforts made in the sales process and the relevance mobile support has or can
have during the first steps in product sales. In the figure the clusters are named by their focus product
category
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without territorial protection still possess customer protection. Therefore, they

receive a commission if they provide at least a minor contribution to a transaction

leading to a payment. The second dimension is the power of contract. Independent

sales agencies that possess this power are able to act in the name of the vendor and

to execute a declaration of its intention. These are legally binding to the vendor.

Both of the discussed dimensions can have different values for a particular

independent sales agency, depending on each vendor the independent sales agency

represents. Independent sales agencies generate revenue by receiving commissions

for each transaction of the corresponding vendor that is legally connected to a

payment. For independent sales agencies with territorial exclusivity all revenue

created in the granted territory yield to accrued commission.

Based on our results presented in the previous subsections we designed and

developed a mobile multi-supplier sales information platform which electronically

supports the sales processes between independent sales agencies, their suppliers and

their customers. This mobile support system is hosted by a service provider, who

integrates the legacy systems of the vendors. A more detailed description of this

system can be found in Kokemüller et al. (2008). Figure 3 gives an overview of this

scenario.

4 Collaborative multi-vendor sales processes

Starting from the known processes we derived the central use cases the platform has

to fulfill. In the following we present a short overview of these use cases. A more

Fig. 3 Overview of the mobile support system and the participating parties (Kett et al. 2008b)
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detailed description of the processes and use cases can be found in Kett et al.

(2008b).

Use Case 1: Management of customer data. The sales representatives should be

able to manage the data of the customers (see explorative finding III). This data

comprises of address data of the customer, the data of the contact persons and

possibly personal remarks of the sales agent. While the personal remarks should

only be accessible for the particular sales agent who wrote them, the address data

should be readable for all members of the sales agency.

Use Case 2: Visit reports. To ensure the vendor that it provides a complete and

thorough coverage of the assigned territory the sales agency produces a report

after each visit to a customer (see explorative finding IV). In this report the sales

agency provides information about the topics tackled, possible leads that should

be followed in the future and general information about the customer. These visit

reports are important in the case of independent sales agencies without territorial

exclusivity, because all revenues generated where an involvement of this

independent sales agency can be documented yield to accrued commission for the

independent sales agency. Additionally visit reports are important in the case of

independent sales agencies with territorial exclusivity, to demonstrate their

activity in the granted territory.

Use Case 3: Recall of the customer’s history. For the preparation of a visit a sales

representative should be able to check the history of the customer (see explorative

finding V). This includes prior visit reports, to refresh the information on

potential leads to pursue during the sales visit. The knowledge of current

transactions such as outstanding payments or expected deliveries can also be very

beneficial.

Use Case 4: Access to catalog data. Especially standard products can be held in

catalogs. Vendors often grant different sales privileges on their products to

different independent sales agencies. The catalogs may differ in the assortment,

the prices or the bargain limits. Therefore, the catalog of a specific independent

sales agency in the platform is unique and not shared between independent sales

agencies representing the same vendor. From the catalog the independent sales

agency creates a request for quotation (see survey result VI). This might include

unstructured data to request a quote that exceeds the privileges granted.

Use Case 5: Requests for quotation. Independent sales agencies without the

power of contract usually write request for quotations. At times, especially in the

case of highly complex products, which might be specifically tailored for each

customer, they are not even able to create a concise request for quotation. In these

cases the independent sales agency composes an unstructured document

describing the needs of the customer, requesting that the vendor might provide

an elaborate quote (see survey result I).

Use Case 6: Creation of quotes. If a vendor has assigned power of contract to an

independent sales agency the sales representative can provide quotes to the

customer, which when accepted will result directly in an order. As a

consequence the details of the order are legally binding to the vendor (see

survey result I).

Secure mobile sales force automation 125

123



www.manaraa.com

5 Security requirements

Having identified the relevant use cases for the presented scenario, we are now able

to analyze their security requirements. For our analysis we used the confidentiality,

integrity, and availability (CIA) triangle that forms the fundamental basis of IT

security (Swanson 2001; Kesh and Ratnasingam 2007). We also added the security

goal of accountability (Canadian System Security Centre 1993) to our analysis. As

the platform is used to perform transactions on sensible business data, confiden-

tiality of the data transferred should be preserved at all times (Ghosh and

Swaminatha 2001). Therefore, we can formulate a first general security requirement

for the platform:

Requirement 1 The confidentiality of transferred data should be preserved at all

times.

Since the mobile sales representatives are located outside the security domain of

the service provider, it is very important to make sure that access to this information

service is appropriately secured (Schulz 2007). Therefore, access to the information

service should only be granted to clients that have been securely identified and

authenticated (Clarke and Furnell 2007). This leads to a second general security

requirement.

Requirement 2 Access to the service platform should only be granted to clients

that have been securely identified and authenticated.

We will now further elaborate the additional security requirements for each use

case defined above.

5.1 Management of customer data

Since customer data is a vital asset of any sales agency, it is important that updates

of the customer data are performed exactly as they are entered by the sales

representatives using their mobile devices. Therefore, we can formulate a

requirement for the management of customer data.

Requirement 3 The service platform should provide means to detect violations of

the integrity of transferred customer data.

The availability of the service platform is not critical for this particular use case.

It can be addressed sufficiently by synchronizing the data later on. Using

synchronization might reduce the service quality, because updates are held back

until the sales representative has a connection to the platform. This could even lead

to a possible delay of several hours before an update is performed. However, this is

only a concern if another person needs to access this data in the meantime. As the

sales representative is the main contact person of the vendor at the customer’s site,

this is possible but not very likely. Also the accountability of the performed

transactions is, apart from the proper authentication addressed by Requirement 2,

not mission critical for this use case.
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5.2 Visit reports

Visit reports are important documents to both, the vendor and the sales

representative. They provide information on upcoming sales opportunities and

document the customer’s situation. Often quotes are generated based on the

information that was initially part of a visit report. If this information is altered

during the transmission from the sales representative to the service platform, this

could lead to monetary losses of vendors or the sales agency due to missed business

opportunities. As a consequence any violations of the integrity of these reports must

be recognized by the service platform.

Requirement 4 The service platform should provide means to detect any

violations of the integrity of visit reports.

Similarly, as visit reports can be documents that prove the involvement of a sales

representative in a sales activity that leads to accrued commission, accountability of

these reports is of major importance even beyond the proper authentication

addressed in Requirement 2. Several levels of accountability are possible. First of all

non-repudiation of the visit report should be provided by the service platform. This

leads to another requirement.

Requirement 5 The service platform should provide means to ensure that the

origin of the visit reports can not be reputed.

In addition, a trustworthy documentation of the date and time the visit report was

generated is desirable. This could be provided by the service platform. Optionally a

proof of the location where the visit report was generated could also be offered by

the service platform. Similar to the management of customer data use case, seamless

availability of the service platform is not of major importance. A time spread

between the generation of the visit report and its delivery reduces the service quality

but does not circumvent the use case. However, if a trustworthy documentation of

the time of the visit report generation is performed, it will register the time of the

synchronization and not necessarily the time of the actual generation. This should

not pose a significant problem, since the documentation of these reports is rather a

matter of dates than of actual time.

5.3 Recall of the customer’s history

The access to the customer’s history is crucial to the sales representative in the

preparation of a visit. Naturally, the integrity of the accessed data is of major

importance. Therefore, the service platform should provide means to detect

violations of the integrity of the data, which leads to another requirement.

Requirement 6 The service platform should provide means to detect any

violations of the integrity of the customer’s history.

Apart from the proper authentication addressed in Requirement 2 no further form

of accountability is required for this use case. Obviously, availability of the

customer history is a prerequisite for this particular use case. The sales
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representative needs this information when requesting it, whether he/she is in the

back-office or at the parking lot at the customer’s location. The lack of this

information circumvents this use case. Therefore, the service platform should

provide means to ensure that the customer data is available to the sales

representative.

Requirement 7 The service platform should provide means to ensure that the

customer data and history is available to the sales representative.

Furthermore, since updates to the customer history could occur while the sales

representative is already on the road, the service platform should undertake steps to

keep the data as up-to-date as possible.

5.4 Access to catalog data

This use case has similar security requirements as the recall of the customer data

and history. It is important that changes to the data during transmission can be

detected and therefore the service platform should provide the necessary means for

it.

Requirement 8 The service platform should provide means to detect any

violations of the integrity of the catalog data.

Also no form of accountability beyond the proper authentication is mandatory.

The availability of the service platform that is required by this use case is dependent

on the frequency of catalog changes. If the catalog data remains rather static,

synchronization at the office should be sufficient. A high volatility of the catalog

data, however, would require periodic updates and therefore a high degree of

availability. This leads to a conditional requirement.

Requirement 9 In case of a high volatility of the catalog data the service platform

has to ensure the availability of up-to-date catalog data.

5.5 Requests for quotation

The security requirements of this use case are similar to those of the generation of

visit reports. The sales agent composes a document describing the needs of the

customer, requesting that the vendor might provide an elaborate quote. Obviously

changes to the content of the request could have significant negative implications.

Therefore, alterations during transmissions have to be detected.

Requirement 10 The service platform should provide means to detect any

violations of the integrity of requests for quotation.

Furthermore, as requests for quotations are clearly documenting sales activity

that influences commissions, accountability of these requests is of major importance

and the service platform should document them. The service platform should

document the content and time of the request in a way that can not be repudiated and

provides a reliable proof of the sales representative’s activity. The availability of the
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service platform is not crucial; as a time delay of a few hours does not circumvent

the use case. Nevertheless it certainly lowers its service quality.

5.6 Creation of quotes

If a vendor has assigned power of contract to an independent sales agency, the sales

representative can create a legally binding contract with the customer. Naturally,

integrity and accountability of such a contract are necessities. Therefore, the service

platform should provide means to detect violations of the integrity of created quotes.

Requirement 11 The service platform should provide means to detect any

violations of the integrity of created quotes.

Also, non-repudiation of the quotes should be provided by the service platform.

Furthermore, documentation of the time the quote was authored is essential to prove

the involvement of the independent sales agency prior to the transaction. This leads

to another requirement.

Requirement 12 The service platform should provide means to ensure that the

origin and time of the quotes can not be reputed.

The required availability of the service platform is dependent on the degree of

service integration and time criticalness of the particular case. If the contract

includes commitments that are based on time critical information, then the ordering

process is usually time critical as well. Delivery dates are for example based on

production capacities or stockings. In this cases race conditions have to be avoided.

Requirement 13 In the case of time critical information, the platform must ensure

that transactions will only be started if they can be committed

immediately to the backend systems.

6 Security extension of the IT-artifact

In order to fulfill the requirements we are now proposing a security extension to the

IT-artifact. Parts of this proposal consist of traditional security measures that are

prevalent on the market and widely used for similar systems. Where these measures

provide acceptable security we encourage the continuance of their usage. For

example Requirement 1 can easily be met by using Secure Socket Layer (SSL) or

Transport Layer Security (TLS). On top of these traditional methods we propose the

usage of SIM1 cards that are capable of creating electronic signatures. The

technology for such SIM cards exists but has not gained much market penetration so

far. For example the WiTness project (Project Wireless Trust for Mobile Business

2002) sponsored by the European Union has developed such a SIM card that is

capable of creating RSA signatures (Rivest et al. 1978). Figure 4 gives an overview

over the architecture of such a SIM card. These SIM cards could be used to provide

1 Subscriber Identity Module.
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a reliable authentication method (Requirement 2) and a suitable solution for the

requirements regarding integrity and non-repudiation (3, 4, 5, 6, 8, 10, 11, 12).

The availability Requirement 7 could be fulfilled by storing the data on the client

device and using periodic synchronization updates. This would ensure that the data is

up-to-date if the mobile device is able to connect to the service platform and at the

same time ensure that the sales representative can recall recent customer data even in

areas without a mobile connection. For the Requirements 9 and 13 synchronization is

unsuitable. On the contrary, the service platform should only allow transactions to be

performed if it can ensure that they are committed to the backend systems

immediately in order to avoid race conditions. Table 2 provides an overview of the

used methods and technologies and their fulfillment of the security requirements.

Fig. 4 Overview of the architecture of the WiTness Prototype SIM card (Project Wireless Trust for
Mobile Business 2002)

Table 2 Overview of the used security methods and technologies and their fulfillment of the security

requirements

Security goal Security technology

SSL/TLS Electronic signatures Synchronization

Accountability 2a, 5, 12

Availability 7

Confidentiality 1

Integrity 3, 4, 6, 8, 10, 11

a The SIM can be used as an authentication token
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7 Evaluation

To evaluate our proposed security extension, we now compare our proposal against

alternative solutions.

To achieve Requirement 2 one or more of three fundamental approaches could be

used (Mayes and Piper 2005): something the user knows (password), something the

user has (token) and something the user is (biometric). Usually passwords or

external security token are used to allow this functionality (Karjoth 2003; Clarke

and Furnell 2007). However, users tend to either choose weak passwords (Yan et al.

2004; Brown and Callis 2004), or choose related passwords for several or even all

accounts (Adams et al. 1997), which makes the authentication system vulnerable to

cross-service attacks (Ives et al. 2004). External token, on the other hand, are

expensive and stored on extra hardware that has to be connected to the device, needs

to be carried around and can easily be lost (Clarke and Furnell 2007). Also, these

token are usually proprietary solutions, which are only of use for one particular

service. The use of a two factor authentication with a service independent security

module present on the client device in combination with an authentication secret or

biometric identification seems preferable.

Electronic signatures are a suitable solution for the requirements regarding

integrity and non-repudiation (3, 4, 5, 6, 8, 10, 11, 12). These signatures are ideally

performed by the same security module. If advanced electronic signatures with

qualified certificates are used for signing the transactions this would also lead to

reliable forensic evidence, which will be treated like handwritten signatures in any

European court (Dumortier et al. 2003).

There are several different ways to implement security modules. It could either

be a software component running on the mobile phone, some external security token

that can be connected to the mobile phone or as in our proposal the SIM-card that is

already present in a mobile phone.

However, if the legal reliability of advanced electronic signatures is desired (i.e.

for the creation of quotes, see Requirements 11, 12), a secure signature creation

device (SSCD) is mandatory, eliminating the possibility of a software solution. In

this case using a SIM-card as SSCD instead of an external hardware token seems to

be the better solution from a usability perspective (Roßnagel 2004).

8 Limitations

Introducing new technologies to ensure the integrity and accountability of the data

will also lead to switching costs (Farrell and Shapiro 1988; Anderson 2001) that

have to be incurred by the sales agency and its employees. Exchanging the SIM

cards will induce additional costs for the mobile operator. These costs can be

directly charged to the sales agencies increasing their switching costs or have to be

compensated by an increase in mobile communication traffic caused by the new

applications. In (Roßnagel and Royer 2005) and more detailed in (Roßnagel 2009)

the profitability of such an exchange has been researched. The authors conclude
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that—given a promising service use case—the investment into such a technology

can be profitable for mobile operators.

Since several sales agencies and vendors, who might compete with each other,

are using the mobile support system, a fine grained access control is necessary. This

is especially important, because customers can have business contacts to several

independent sales agencies present in the system. However, this is beyond the scope

of this paper. Instead we focused on the mobile services.

9 Conclusion

In this contribution we have presented a mobile support system for independent

sales agencies that provides multi-vendor support. We further analyzed the security

requirements of this system based on identified use cases for sales representatives.

Based on these requirements we proposed a security extension using signature

capable SIM cards. Since several of the use cases have direct financial implications,

even going as far as legally binding contracts when quotes are created, a trustworthy

documentation is important. In these cases the usage of advanced electronic

signatures with qualified certificates would be beneficial. In order to achieve these

signatures, a SSCD is necessary. From a usability perspective, using a SIM-card

instead of an external hardware token seems to be a more convenient solution.

Consequently, SIM-card based signatures would provide means to ensure account-

ability and integrity. Therefore, they offer usable yet secure measures.
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Kett H, Kokemüller J, Höß O, Engelbach W, Weisbecker A (2008b) A mobile multi-supplier sales

information system for micro-sized commercial agencies. In: proceedings of the eChallenges

conference 2008, Stockholm
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